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1
Decision/action requested

SA3 is kindly asked to approve below pCR on 33.855.
2
References

none
3
Rationale

During SA3#95, it was agreed to add a key issue on signalling between the SEPP and peer IPX providers to allow error causes to be communicated between the different parties.
4
Detailed proposal

*** Start of changes ***
4.2.10
Key Issue #19: Configurational error handling by the SEPP

4.2.10.1
Issue description

Application Layer Security (ALS) as described in TS 33.501 [11] allows for modification of N32-f messages in transfer by authorized third parties. It is the receiving SEPP’s responsibility to validate whether the added JSON-patches are legitimate with regards to the modifying party as well as the modification policies of that particular N32 connection. This message validation may fail for a variety of reasons, such as:

-
Missing patch by first IPX-provider in the path

-
Invalid IPX-provider signature

-
Attempted modification of a non-modifiable IE, according to the modification policy

What is missing in the current specification in TS 33.501 [11] is a clear ruleset describing how the receiving SEPP shall deal with different error scenarios, both in terms of local error handling as well as error signalling to the source of the N32-f message. In order to properly handle an incoming N32-f message, the SEPP must be able to determine which of the following actions 1.X and 2.X to take, should an error occur in one of the contained IPX-provider patches:

1. 
Local error handling

1.1 Drop message

1.2

Drop individual patch

1.3
Forward message

2.
Error signalling

2.1
No error signalling

2.2
Error signalling to the original source

2.3
Error signalling to both the original source and the IPX-provider


Since 3GPP standards can hardly dictate how SEPPs of each individual operator are to behave, there must at least be a requirement for a configuration which allows to control the error handling described above for each individual scenario.

4.2.10.2
Threat description

A SEPP that does not allow for configurational error handling will be unable to adapt to the specific tasks an operator outsources to its IPX-providers. Depending on what information elements the IPX-provider has to access and/or modify, a flawed or missing patch may render the whole message useless. In other scenarios, an IPX-provider may offer services that are "nice-to-have" but not strictly necessary. In these cases, discarding the message as a whole and waiting for retransmission may not be justified.
If the SEPP is not capable of conveying details on errors that occurred in received N32 messages, analysis and subsequent resolution of issues in the inter-PLMN communication will be unnecessarily difficult. Well-defined error signalling between SEPP and IPX provider can help to minimize operational effort. In order to avoid a potential attacker from exploiting the error signalling as a side channel to gain valuable information for an attack, it needs to be possible to configure whether error signalling is sent to the IPX providers or not.
4.2.10.3
Potential security requirements

The SEPP shall support configurable error handling and error signalling per individual error cause and per individual N32 connection. 

Editor's Note: The granularity of configuration for error handling and error signalling is FFS.
The SEPP shall support configurable error signalling towards peer IPX providers.
*** End of changes ***

